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Introduction

In November 2007, RSA, The Security Division of

EMC, conducted a person-on-the-street survey of

government and corporate office workers in Boston

and Washington, D.C. to gather anonymous self-

reports of work-related security behaviors and

attitudes. The results provide a snapshot of the

everyday actions of trusted insiders who have

access to sensitive data such as customer

information, Social Security numbers, credit card

data, company financials and intellectual property. 

The findings of the survey underscore that the

threat posed to data by well-meaning insiders –

employees, contractors, suppliers, partners, visitors

and consultants who have physical and/or logical

access to organizational assets – greatly broadens

that posed by malicious insiders who deliberately

leak sensitive data for personal financial gain or

other criminal purposes. These "innocent" insiders

can unwittingly initiate data exposures of

extraordinary scope and cost through their ordinary,

everyday behavior, whether through carelessness,

working around security measures or following

inadequate security policies.

Organizations must understand the types of

information their employees and other insiders

need to access, determine the sensitivity of that

information and then protect it with security

measures commensurate with the associated risk.

Well-protected information is an asset that gives

individual workers and organizations the confidence

to achieve more. Read on for the full survey findings

and recommended measures for reducing

information risk.
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Recommendations for Managing 

Information Risk

A holistic, information-centric security strategy takes

people, process and technology into account and has a

feedback mechanism. It is not enough to establish policy;

actual insider behavior must be measured and tracked

against established policy in order to keep security aligned

with the business and in turn, to minimize information risk

and maximize reward.

Insiders need technology and security policies that match

their business needs

When trusted insiders work around security policies, usually

no harm is meant. Regardless of intent, sensitive data can

be exposed, subjecting the organization – and possibly

consumers – to unnecessary risk. Organizations can

mitigate this risk by developing information-centric policies

that acknowledge and align with the needs and realities of

the business. Once such policies are in place, companies

should constantly measure actual user behavior against

established policy and use what they learn to inform smart

policy changes that minimize risk and maximize business

productivity. When security is as convenient as possible for

end users, they are less likely to work around security

policy.



Insiders rely on remote access to sensitive information

Remote access to sensitive data calls for stronger

authentication than a user name and password – which can

be easily and quickly defeated. Organizations can maintain

the flexibility of remote access while protecting sensitive

data by requiring two-factor authentication to VPNs and

webmail. Additionally, companies can create, monitor, and

enforce information-centric policies to mitigate the risk of

data loss in mobile environments. 

For insiders to leverage information, that information has to

be free to move

While mobility is essential to business agility, unprotected

information – whether at-rest, in-motion, or in-use –

increases risk. Organizations can minimize the risk by

reducing the use of sensitive and personally identifiable

information wherever possible and protecting sensitive

information wherever it is: in-use at personal endpoints, at-

rest on corporate file systems and databases, and in-flight

across corporate and non-corporate networks. Organizations

can establish automatic control and enforcement actions –

to allow, audit, discard, quarantine or encrypt transmission

– based on the sensitivity of the data.

Insiders trust one another

Physical access policies are not always adequate to

guarantee that only authorized insiders are in the building.

And even when physical access controls are working

properly, not all people with legitimate access to the

building should necessarily have access to an

organization's information. To minimize risk, physical

security controls should be coupled with logical access

controls. Organizations can protect access to sensitive data

by implementing two-factor authentication to internal

wireless networks, desktops, domains, ports and

applications, and enforcing appropriate access controls.

Insiders change roles often 

Access to highly sensitive or personally identifiable

information should be granted on a need-to-know basis. As

such, organizations can implement role-based access to

critical information to minimize the risk of exposure.

Companies should make certain that role changes –

including those of contractors and consultants – are

promptly reflected in access privileges. Finally,

organizations can mitigate information risk by centrally and

tightly managing insider credentials, including user names/

passwords, one-time passwords and digital certificates, and

developing watch lists to track and alert on unauthorized

access attempts.
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About RSA

RSA, The Security Division of EMC, is the premier provider of

security solutions for business acceleration, helping the

world's leading organizations succeed by solving their most

complex and sensitive security challenges. RSA's

information-centric approach to security guards the integrity

and confidentiality of information throughout its lifecycle –

no matter where it moves, who accesses it or how it is used. 

RSA offers industry-leading solutions in identity assurance

& access control, encryption & key management,

compliance & security information management and fraud

protection. These solutions bring trust to millions of user

identities, the transactions that they perform, and the data

that is generated. For more information, please visit

www.RSA.com and www.EMC.com.
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